Method and apparatus for protecting copyright of digital recording 
medium and copyright protected digital recording medium 



Abstract of TW 408290 (B) 

A digital recording medium for protecting a copyright 
includes a data recording region on at least a part of 
which information encrypted using a cryptosystem is 
recorded, and a copy disapproval region on which a 
cypher key for decryption of the encrypted 
information recorded on the data recording region is 
recorded. When the digital recording medium is 
copied illegally, table identification information 
recorded thereon will be damaged. Thus, the 
information recorded on a recording medium 
obtained by illegally copying the digital recording 
medium cannot be reproduced normally. A playback 
apparatus for the digital recording medium includes 
a memory for storing the cryptosystem, a reader for 
reading data recorded on the digital recording 
medium, and a decrypter for decrypting the 
encrypted information recorded on the digital 
recording medium, based on the cypher key read 
from the digital recording medium by the reader. 
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METHOD AND APPARATUS FOR PROTECTING COPYRIGHT OF DIGITAL 
RECORDING MEDIUM AND COPYRIGHT PROTECTED DIGITAL 
RECORDING MEDIUM 

A digital recording medium for protecting a copyright includes a 
data recording region on at least a part of which information encrypted 
using a cryptosystem is recorded, and a copy disapproval region on which 
a cypher key for decryption of the encrypted information recorded on the 
data recording region is recorded. When the digital recording medium 
is copied illegally, table identification information recorded thereon will 
be damaged. Thus, the information recorded on a recording medium 
obtained by illegally copying the digital recording medium cannot be 
reproduced normally. A playback apparatus for the digital recording 
medium includes a memory for storing the cryptosystem, a reader for 
reading data recorded on the digital recording medium, and a decrypter 
for decrypting the encrypted information recorded on the digital 
recording medium, based on the cypher key read from the digital 
recording medium by the reader. 
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tmi4^ife^^ - * DVD-RAM - 

18. *o t I* £ ffl # 13 Jfi i£ 4L & to 4b 12. Ifc *fc It ' * 
+ & - # «, DVD » * & & - RAM B 
*o - ROM ®^J^t1THS£# & • 

19. t ^ # #4 ie ffl * 12 ^ #t it ^ & ^ it tL * *fc It • * 

«i^^MjHi#^a*itw««t* • u & m ft # tt * t 

20. 4* t *t 3- #'J la ffi 2* 19 3i/ s fri£^&te4biai$*fclt • & 

ttftt-GHb dvd B$>mi£3LmzL&fi?&- 

iS >v*#. + tsj 18 ft it *t (EFM + )* ° 

21. *»t*#*ll£ffl* 20J«/^it4L*ttt:4bt£lH*lt' * 
t^ii^4^*]f IR^St EFM+£ t & ft ft EFM + 
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*#fc*XJt*JB fSIRf#^ ( CNS ) A4*U*- ( 210X2974S& ) 



408290 



A8 
B8 
C8 
D8 













o 


22. 


J* *t /A /L -ij £«L fctf s* y, * U tt 3J , -Mr itt a» ij 4a 








^ 3 £4- p Uc , tf I- 3C -Alt ziV //3k *? m 4* 

sc. «p la w. ' -A- -t- -3t- S> ■fl «| J W W sc. w 1R. ffl T2. ^ 








.% T ^ ^ f W I 8tl » 'P'-^^Jt.-ffR lew, ' /V 1'T- 




m 




















- le. «l& 32 ' m a « # * fll & *fc : ' 
























- S£ ^ is ' ^'«iir«»ig4st*t<ft'fb*a«fc«*/9fit 














^ a m m • 






23. 












J* 








fit 






£ 60 t m : *»-ijh#ft g« ' * -L 4k itL «■ t 




IE. 












- ft ' Hifi(fi[#$4iH ; 










60 
















It 










m 




■T- i-x # $ • 






24. 


+ l&B* 23 *f 3£ ^ *L to 4t Id * *u /ic 


* 


tL 
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**ftAA.Jt JB ( CNS ) A4*t#- ( 210X2974HI ) 



408290 



A8 
B8 
C8 
D8 



& tmi£^iM4 4b td#&«&--J1 • *n 

^ifctt^lHHtft^-iL-ttfel*] & (burst 
cutting area • BCA) ° 

25. t I* 4M'i le. ffl # 24 &m 44 4t it f&*>/&± 

&£>&<¥ftT&3L®m&&%iitm&-- bca jfir I s ! # m 

St-L • 

26. t t I- ^1 ft S ^ 24 ^ *r i£4L*tte 4b 12. # *» / A t: M. 
& 2. ♦ * t/^ii^*4^ &-ifi&te4b£ffii£;fc*$>* 
(DVD) ♦ ^/^i£^^^&iftfl«]&-ifirt^^^&#t° 

27. t 3- *J H. ffl £ 24^m^^*t^-fbfe.i^^/^.4tL 
Hi » & tmi£^;ft*$£&-*i DVD-ROM • 

28. *»t^-#-^JH,ffl^24^mii|£^*t^>fbte.^#o/^*^ 
li » & + fir K & - & DVD-RAM - 

29. *1|&B$ 24 J*/tfifc^*t<fc4t*£**W#*ft 
It £ ' ^tmijc^^sfctf & - *t ^ DVD • & & # - 
RAM & - ROM [ftf£,&^HH£t#[ft • 
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>M**XJti4flJ + HB£#* ( CNS ) ( 210X297-2-* ) 



408290 



^ 16 ?'J#|aMiL*h$p 



r 



03 







/104 








# 161® 




r 105 



106 



107 



r 



106 









2 






5 bytes 




1 byte 


4 bytes 




SBbca 








RSbcai 


lo 


11 l2 l3 




RSbcai 


U 




l5 l6 l7 




RSbcai 






• * • 

• • • 




noBCAi 






• ■ • 

• • V 




DC no ao 

* 






• • • 




• 

RSBCAt-1 










RSbcai 










RSbcai 










RSbcai 










RSbcai 

• ,v * Dun i 










RS RHA1+1 

• 
• 










• 
• 

RSBCAn-1 










RSBCAn 


• 
• 




• * • 

• • * 




RSaCAn 


* 
• 




• • • 




RSBCAn 


ll6n-5 


ll6n-7 ll6n-5 h6n-5 




RSBCAn 


EDCbca(4 bytes) 




RSBCA13 


Coo 


C10 C20 C30 




RSbcai 3 


« 
• 




• • • 
■ • p 




RSBCA13 






ECCbca 




RSBCA13 ! 


C03 


C13 C23 C33 




RSbcai 4 


BCA-& 






RSbcai 5 





1 n 



4n H 
(l£n*12) 



4 n 

1 n 



408290 



r 



101 



yi6Hif#^i; 



16 'fBte.$M&i£ 



BCA jftl5)#-tn$£;tt 



102 



103 



104 



105 



16 ^j^|5j<a^^p i^oe 



107 



310 



r 



320 



330 



408290 







41 




; 






.47 








S 

43 






.45 







WKWflteNREig] [12] 

[1 : 408290 

[44]^mSM 89^(2000) 10£"I1B 

«W i 5 I 

[51J Int.CI 06 : G09C1/00 



p^amn- 087121814 [22\^mum = ^f^i 87^0998) 12^290 

(72JS WA: 

Iff A : 

[74]ftSA : $fc£ 



fbfrZ&SSiSJi : ft 

ft-iSWMl (burst cutting area • 
BCA) • 



- bca mmmm.± - . 

mum • ^«fjfc2*8ifr«-«»tt 
5 - fb^«it3feai>t(DVD) - ffnma&i&si 

DVD-ROM - 
DVD-RAM • 
15. DVD > ftfejg— RAM©jfO— ROM® 



(Ofcffl^B (e)flf«fflRW»WH»*fl[ 
<biB*««ffiSE*lfl2in&«iR^J*Ui* 

DVDBS • m*^H3e*BP*-fflAW 
+E9SS*IEffit (EFM+ ) ^ . 

• K4>ffi»£*SKM*IrlftH 

£ EFM +*4'#l*« EFM+^ifim 

{I • 

12.— MMfcfcE*** '• Jtfe& : 

m: fa 
mm- 

&mmm. • ^mma^mtsmmm 

fc&tfJSflffi (burst cutting area • 
BCA)« 

IE- BCAHij|5l^iR§R±. 

m#mm • 

mt&m&ytmft (dvd> • nm&z.® 



(2) 

4 

a DVD-ROM • 
DVD-RAM • 

Ifi^ DVD > gfelg— RAMffifO— 

io. tmmm • x*ffi^MxiiE«£i— 

jnju»iew»ii* • tmmmmmn 
tmrnmum • if^ftit«ft«i 

is. 2o.$n^itirfijiBHJB i9«m»^«tt^ 
tmmm • 3£+*«GHbfa»ss«& 
dvd^ • mm$.m%.msm-®Am 

+G3II3»IE« (EFM+ )R - 

20. • n'pmm^.mmmm^m.m 

5g EFM +^4 3 H3*«EFM + *4'*^ 

r oj »gi$-<iim&Ktfc 

{i • 

25. Kfi&&-)roiB*ff]* • &±.m<p 

30. g : 

-1SHS3S • fflUHH5l»fefbia»«ll± 

miB&wim ; fa 
35. ^«ftTi«©6<]^aiiii[fDSi»(4ibifi^« 
23 -**ttftBii«/*m«*M • # 

40. i£»ffi* • Jt±M'>W-ffif»«IBI»tt 



— 1696— 



m- 

-mmm • mvmwmmxm ■ 
-m®m • mtmrmmasmmi. 
mtsmmm ■■ m 

&&mwMm&&— mmwnm (burst 

cutting area • BCA) • 

&mmm&- BCAmm#myt± • 
26.iQmmm^mmm 24mpmz.maL it 
imn/m&nm's. • n^mm^ytm 
h-m-mmmt&mmftmft (dvd> . 

wt ° 



6 

imm/immi'B. • n^mmzim 

itft— a DVD-ROM • 

28. m*mmmmmm 24mm&2.mmt 

M-JE—a DVD -RAM • 

29. m^mmmmm 24mffimz&mt 
mmm/mmmmw. • 

K-e— a®£- dvd > ^&*g— RAMS 

10. ffl-ROMireA?*lrl{K#lE- 

dvd-rom ±Mmm^m^mmmm 

15. H««S*-t a BCA5i^ijg« : 

a^SBJ^r^^-ltilfi^/ffll^ DVD- 

ROM±fB&W^;|Wlft§R§!&g8sra J£ : 

20. ^ram^— y^rnm • sa^tBiRa^s 



— I f,Q7 — 



(4) 



CB*D 



If ^ 



',102 



104 



^105 
1,106 



107 



108 



1 byte 



SBbca 



RSbcai 
RSbcai 
RSbcai 
RSbcai 

RSBCA2 

RSbcai-1 
RSbcai 
RSbcai 
RSbcai 

RSbcai *i 

RSaCAn-1 

RSbcao 
RSaCAn 
RSflCAn 

RSbcao 



5 bytes 



RSbcakj 
RSbcau 
RSbcai 3 
RSbcai 3 



RSbcau 



RSbcai 5 



4 bytes 



to 
U 



h 
Is 



<6 



13 
I? 



ll6n-5 llBn-7 ll8n-5 ll6n-5 



EDCbca(4 bytes) 



Coo C10 C20 C30 



C03 



ECCbca 
Cia C23 



C33 



BCA-tiPl»mtt 



1 ?'! 



4n H 



4 H 
1 H 



(5) 



c jgrg ) 



srronmas 



3f 16 *J#l5]te^£P 



BCAjftfg)»m3tf*i 



101 



102 



103 



104 



105 



,106 



M07 



,320 
1,330 








. u. 


43 




.45 







mm 



1 CCH\ 



